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MotivationMotivation
Modeling Internet TrafficModeling Internet Traffic
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MotivationMotivation
Experimental Networking ResearchExperimental Networking Research

•• Evaluating network technologies requires Evaluating network technologies requires realistic realistic 
experiments experiments in a controlled laboratory environmentin a controlled laboratory environment

•• A key component of these experiments is the A key component of these experiments is the traffic traffic 
workloadworkload

–– Traffic is created by distributed applications running at the Traffic is created by distributed applications running at the 
end hostsend hosts

•• A natural approach for traffic generation is to A natural approach for traffic generation is to 
simulate these applications using models of their simulate these applications using models of their 
behavior behavior 

–– This is known as This is known as sourcesource--level modelinglevel modeling
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Internet Traffic MixesInternet Traffic Mixes
Internet2 Applications (Nov 4 2002)Internet2 Applications (Nov 4 2002)

Packets
NNTP

HTTP

FTP

File Sharing

Audio/Video

Misc

Encrypted

Games

Unidentified

•• Dozens of  different applications are commonly usedDozens of  different applications are commonly used

•• There is a large percentage of unidentified trafficThere is a large percentage of unidentified traffic

Newsgroups
Web
File Transfer
File Sharing
Audio/Video
Misc
Encryption
Games
Unidentified

Individual
Applications

Groups of
Applications
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Difficulties in SourceDifficulties in Source--Level ModelingLevel Modeling

•• RealReal Internet traffic is the result of aggregating many Internet traffic is the result of aggregating many 
individual applications into a individual applications into a traffic mixtraffic mix

•• Requires protocol specificationsRequires protocol specifications
–– Closed applications have to be reverse engineeredClosed applications have to be reverse engineered

•• Applications change quicklyApplications change quickly

•• Privacy considerations complicate data acquisitionPrivacy considerations complicate data acquisition

It is simply infeasible to develop models for each    It is simply infeasible to develop models for each    
application and maintain them up to dateapplication and maintain them up to date
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GoalsGoals

•• Develop sourceDevelop source--level models of traffic mixeslevel models of traffic mixes
–– Easy to populate and updateEasy to populate and update
–– Derived from very large data setsDerived from very large data sets

•• Construct flexible traffic generatorsConstruct flexible traffic generators
–– Reproduce a wide range of traffic mixesReproduce a wide range of traffic mixes

88

Our ApproachOur Approach

•• Develop sourceDevelop source--level models of traffic mixeslevel models of traffic mixes
–– Easy to populate and updateEasy to populate and update
–– Derived from very large data setsDerived from very large data sets

•• Construct flexible traffic generatorsConstruct flexible traffic generators
–– Reproduce a wide range of traffic mixesReproduce a wide range of traffic mixes

Find the fundamental patterns of communicationFind the fundamental patterns of communication
–– ClusterCluster--based traffic generationbased traffic generation

Model communication patterns in an abstract mannerModel communication patterns in an abstract manner
–– ApplicationApplication--independent sourceindependent source--level modelinglevel modeling
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Data AcquisitionData Acquisition
Inference from TCP Packet HeadersInference from TCP Packet Headers
CallerCallerCaller CalleeCalleeCallee

DATADATA

ACKACK

DATADATA
DATADATA
ACKACK

FINFIN
FINFIN--ACKACK

FINFIN

FINFIN--ACKACK

SYNSYN

SYNSYN--ACKACK
ACKACK

seqnoseqno 305305 acknoackno 11

seqnoseqno 11 acknoackno 305305

seqnoseqno 14611461 acknoackno 305305

seqnoseqno 28762876 acknoackno 305305

seqnoseqno 305305 acknoackno 28762876
TIMETIME
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Communication PatternsCommunication Patterns
Inference from TCP Packet HeadersInference from TCP Packet Headers
CallerCallerCaller CalleeCalleeCallee

DATADATA

ACKACK

DATADATA
DATADATA
ACKACK

FINFIN
FINFIN--ACKACK

FINFIN

FINFIN--ACKACK

SYNSYN

SYNSYN--ACKACK
ACKACK

305 bytes305305 bytesbytes

2876 bytes28762876 bytesbytes

seqnoseqno 305305 acknoackno 11

seqnoseqno 1  1  acknoackno 305305

seqnoseqno 14611461 acknoackno 305305

seqnoseqno 28762876 acknoackno 305305

seqnoseqno 305 305 acknoackno 28762876
TIMETIME
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Communication PatternsCommunication Patterns
HTTP Connection (Web Traffic)HTTP Connection (Web Traffic)

Web BroserWeb Web BroserBroser Web ServerWeb ServerWeb Server

ACKACK

ACKACK

FINFIN
FINFIN--ACKACK

FINFIN

FINFIN--ACKACK

SYNSYN

SYNSYN--ACKACK
ACKACK

305 bytes305305 bytesbytes

seqnoseqno 1  1  acknoackno 305305

seqnoseqno 305 305 acknoackno 28762876
TIMETIME

2,876 bytes2,8762,876 bytesbytes

HTTP
Request

HTTPHTTP
RequestRequest

HTTP
Response

HTTPHTTP
ResponseResponse
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Communication PatternsCommunication Patterns
HTTP Connection (Web Traffic)HTTP Connection (Web Traffic)

TIMETIME

Web ClientWeb ClientWeb Client

Web ServerWeb ServerWeb Server

HTTP
Request
305 bytes

HTTPHTTP
RequestRequest
305305 bytesbytes

HTTP
Response

2,876 bytes

HTTPHTTP
ResponseResponse

2,8762,876 bytesbytes

•• Communication pattern was Communication pattern was ((aa11, , bb11))
–– E.g.E.g., (305 bytes, 2,876 bytes), (305 bytes, 2,876 bytes)
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Abstract Communication Model Abstract Communication Model 
The The aa--bb--tt ModelModel

CallerCallerCaller

CalleeCalleeCallee

a1 bytesaa11 bytesbytes

b1 bytesbb11 bytesbytes

a2 bytesaa22 bytesbytes

b3 bytesbb33 bytesbytes

a3 bytesaa33 bytesbytes

Epoch 1Epoch 1Epoch 1 Epoch 2Epoch 2Epoch 2 Epoch 3Epoch 3Epoch 3

t1 secondstt11 secondsseconds t2 secondstt22 secondsseconds

b2 bytesbb22 bytesbytes

•• General model (aGeneral model (a--bb--t vector):t vector):

((((aa11, , bb11,, tt11),), ((aa22, , bb22,, tt22), …, (), …, (aaee, , bbee, , ⊥⊥))))

where where ee is the number of epochsis the number of epochs
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•• SMTP (send email)SMTP (send email)

The The aa--bb--tt ModelModel
Typical Communication PatternsTypical Communication Patterns

•• Telnet (remote terminal)Telnet (remote terminal)

•• FTPFTP--DATA (file download)DATA (file download)
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Clustering Communication PatternsClustering Communication Patterns

TIMETIME

•• Find statistically homogeneous communication Find statistically homogeneous communication 
patternspatterns

–– Study this Study this mixture of populationsmixture of populations

•• Address scalability using Address scalability using statistical clusteringstatistical clustering

C1
C2
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Statistical Features of an Statistical Features of an 
AA--bb--t Vectort Vector

MULTIVARIATEMULTIVARIATEUNIVARIATEUNIVARIATE

No. of EpochsNo. of EpochseeMax First Diff.Max First Diff.ttvmvmbbvmvmaavmvm

UNIVARIATEUNIVARIATETotal VariationTotal Variationttvsvsbbvsvsaavsvs

DirectionalityDirectionalityHomogeneityHomogeneitytthxhxbbhxhxaahxhx

dir2.a.bdir2.a.bdir1.a.bdir1.a.bAutocorrelationsAutocorrelationsttcorcor.x.xbbcorcor.x.xaacorcor.x.x

CrossCross--correlationscorrelationsStandard DeviationStandard Deviationttstdevstdevbbstdevstdevaastdevstdev

crccrc.b.t.b.tcrccrc.a.t.a.tcrccrc.a.b.a.b11stst 22ndnd 33rdrd QuartilesQuartilesttxqxqbbxqxqaaxqxq

Lagged CorrelationsLagged CorrelationsMean bytes/timeMean bytes/timettmeanmeanbbmeanmeanaameanmean

corcor.b.t.x.b.t.xcorcor.a.t.x.a.t.xcorcor.a.b.x.a.b.xMin bytes/timeMin bytes/timettminminbbminminaaminmin

CorrelationsCorrelationsMax bytes/timeMax bytes/timettmaxmaxbbmaxmaxaamaxmax

corcor.b.t.b.tcorcor.a.t.a.tcorcor.a.b.a.bTotal bytes/timeTotal bytes/timetttottotbbtottotaatottot
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Clustering ConnectionsClustering Connections
Statistical Structure in Internet Data ExchangesStatistical Structure in Internet Data Exchanges

m =
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Clustering ConnectionsClustering Connections
Example of Two ClustersExample of Two Clusters

Mainly SMTP, HTTPS and POPMainly SMTP, HTTPS and POP

HTTPHTTP
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Clustering Communication PatternsClustering Communication Patterns
Data SetData Set

11……00000.110.11Connection Connection mm

…………

0.230.23……0.450.451.031.030.240.24Connection 2Connection 2

0.610.61……0.120.120.230.230.660.66Connection 1Connection 1

dir2.a.bdir2.a.b……a.mina.mina.maxa.maxee
FeaturesFeatures

ObservationsObservations

•• Each feature is approximately normalized to [0,1]Each feature is approximately normalized to [0,1]
–– Many features have heavyMany features have heavy--tailed distributionstailed distributions
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Example 1Example 1
Divisive Hierarchical ClusteringDivisive Hierarchical Clustering

•• Packet header trace Packet header trace 
collected from UNC main collected from UNC main 
Internet access linkInternet access link

–– April 2002April 2002

•• Random sample of 5,000 Random sample of 5,000 
connectionsconnections

–– ee ≥≥ 22

•• Analysis performed using Analysis performed using 
R’s implementationR’s implementation

–– Using theUsing the dianadiana algorithmalgorithm

•• Euclidean distanceEuclidean distance

Max/Min RatioMax/Min Ratiobbhhaahh

11stst 22ndnd MomentsMomentsbbµµ,,σσaaµµ,,σσ

Min bytes/timeMin bytes/timebbminminaaminmin

Max bytes/timeMax bytes/timettmaxmaxbbmaxmaxaamaxmax

Total bytes/timeTotal bytes/timebbtottotaatottot

No. of EpochsNo. of Epochsee
26 Features26 Features

LagLag--1 Cross 1 Cross CorrCorr..ρρ22((bb’s’s, , aa’s’s))
Spearman’s Spearman’s CorrelCorrel..ρρ11((aa’s’s, , bb’s’s))

LagLag--1 1 AutocorrAutocorr..rrbbrraa

Total VariationTotal Variationbbvsvsaavsvs

11stst 22ndnd 33rd rd QuartilesQuartilesbbxqxqaaxqxq
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Example 1Example 1
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Example 2Example 2
Agglomerative Hierarchical ClusteringAgglomerative Hierarchical Clustering

•• Packet header trace Packet header trace 
collected from an Internet2 collected from an Internet2 
backbone link (Abilenebackbone link (Abilene--I I 
data set)data set)

–– August 2002August 2002

•• Sample of 717 connectionsSample of 717 connections
–– ee ≥≥ 22

•• Analysis performed usingAnalysis performed using
Eisen’sEisen’s softwaresoftware

–– Developed forDeveloped for microarraysmicroarrays

•• Pearson’s correlation as Pearson’s correlation as 
distance metricdistance metric

No. of EpochsNo. of Epochsee
14 Features14 Features

LagLag--1 Sp. 1 Sp. CorrCorr..ρρ22((aa’s’s, , bb’s’s))
Spearman’s Spearman’s CorrelCorrel..ρρ11((aa’s’s,, bb’s’s))

log (log (aatottot / / bbtottot))dirdir
Max/Min RatioMax/Min Ratiobbhxhxaahxhx

Max First Diff.Max First Diff.bbfdfdaafdfd

22ndnd QuartilesQuartilestt2q2qbb2q2qaa2q2q

Total bytes/timeTotal bytes/timetttottotbbtottotaatottot
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CorrelationCorrelation

ee
aatottot

aa2q2q
aafdfd

aahh
bbtottot

bb2q2q
bbfdfd

bbhh
tttottot

tt2q2q
dirdir

ρρ11
ρρ22

FileFile--Sharing ApplicationsSharing Applications
((KazaaKazaa, , EdonkeyEdonkey, , GnutellaGnutella))

GnutellaGnutella, Telnet, HTTPS, Telnet, HTTPS
NewsgroupsNewsgroups

Web TrafficWeb Traffic

EmailEmail

FTPFTP--DataData
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Summary and Current WorkSummary and Current Work

•• Developed an applicationDeveloped an application--independent model of independent model of 
Internet communication patternsInternet communication patterns

–– Suitable for large scale data acquisitionSuitable for large scale data acquisition

•• Applied statistical clustering to uncover fundamental Applied statistical clustering to uncover fundamental 
subpopulationssubpopulations

–– Working on a Working on a systematic approachsystematic approach for feature selection for feature selection 
and cluster identification (and cluster identification (i.e.i.e. dendrogramdendrogram pruning)pruning)

–– OO((nn22) is too slow, so we are also looking into data mining ) is too slow, so we are also looking into data mining 
algorithms for clusteringalgorithms for clustering


