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- network traffic data
e the multiplicative cascade
e visualizing the cascade
e measuring burstiness
e the structure function
 the multifractal spectrum
e conclusions
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Packet Rate Process

» TCP packets entering/leaving protected network
 raw datais arrival times
o packet rate process is# of packets/unit time



I\LA‘VE‘EA Three Resolutions of Packet Rate Data
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Facket Rate Process — Three Resalutions
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Packet Rate Process “approximately”
Log Normal — hour 12
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Ernpirical Distribution of Log Packet Rate
with Gaussian Fit
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Multiplicative Cascade:
synthesis

m

o N

pm (1-p)m

P isarandom variable from a distribution supported
on [0,1] with mean %2 and variance v — conser vative cascade



Multiplicative Cascade:
analysis

at+b

p=al(a+h) / \ 1-p=b/(a+b)

a b
If (a+b)=0 then choose p uniformly from {0,1} .




Random Multiplicative Cascade

distributions

Poo:Po1:P10:P11

—

If the distributions are all the same, one example, chosen from
the beta distribution whose density is

f(U) = U*(1— u)*'T(2a) /T (a)?
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Random Multiplicative Cascade
Synthetic data— three realizations

Three Reolizations of Multiplicotive Cascode
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the vector P of multipliers

Suppose packet rate process R has 2t samples

nextsmalestscalep’s  gmgllest scale p’sin time order

pZL—Z L pZL—l_l pZL—l L pZL_l

—

2--1

Findly R=2R

=0

Sothe P and R are a“transform pair”.



AL‘\/S‘EL\ Multipliers calculated via
Tem=tey  |nverse cascade procedure
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bMultiplicative Cascade Spectrum
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Multipliers Plotted as a
Function of Scale — hour O
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Multiplicative Cascade Spectrum
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Multipliers Plotted as a
Function of Scale — hour 12
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Multiplicative Cascaode Spectrum
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Surface Warfare Center Division
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Log Variances of Multipliers
versus Log Scale - Hour 12

Log Variances of Multipliers by Level
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Time-Scale Visualization
S Histogram-equalized
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. Muliplicative Cascgde Spectrum
using Histogram Equalization for Colors
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Histograms of Multipliers at
o Each Scale — Hour O
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Histagrams of Multipliers at Different Scales
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Histograms of Multipliers at Each
Scale — Hour 12
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Histograms of Multipliers

Ditferent Scales
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The Structure Function

2Lt 1

T(q) =1+ |09(Z, p." /(27 - 1))

This assumes the multiplier distributions are the same at every
scale, but they aren't.



(73:] Multiple Scale Structure Function

oM _1

T(g,M)=1+log > p*/2""

j=2M-1

Where {p, ] = 2M_1,2M -1}

are the multipliers calculated at level M.



Multiple Scale Structure Functions
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Multiple Scale Structure Functions
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Histograms of Variance-
Normalized Multipliers

Histograms of Mormalized Mullipliers
Different Scales Normalized to Lev=1
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@A Multiple Scale Structure Functions
— From Variance-Normalized p’s
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Multiple Scole (Mermalized) Structure Functions




define
q
log )’ p
(@) =-———
) log(e)
“the Legendre transform”
dt
o = and

dq

t(q) =limz,(q)

e—0

f =aq+7(q)



Empirical Approximation to the
Multifractal Spectrum - hour 12

Multifractal Spectrum
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Multiplicative Cascade Spectrum
Abs fbm
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bultiplicative Cascade Spectrum
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Empirical Approximation to the
Multifractal Spectrum — abs fbom
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Multifractal Spectrum
flalpha) v alpha
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Multiplicative Cascade Spectrum
Abs fBm with smoothing

tMultiplicative Cascade Spectrum
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Multifractal Spectrum —
Smoothed fBm
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Multifractal Spectrum
flalpha) v alphao
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Empirical Approximation to the
Multifractal Spectrum — Weibull
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Multifractal Spectrum

flalpha) v alpha
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The packet rate and the multiplicative cascade are a transform pair.

The multiplicative cascade is an appropriate model:
packet rate is positive, so can be interpreted as a measure
over many scales of resolution it is approximately log normal

The multiplicative cascade is an useful model if it can be implemented in
with a small number of parameters determined by the data of interest:
If the log of the variance is linear in log scale then
the variance is determined by two parameters

at each scale the multipliers can be modeled via a one parameter
family, e.g., the symmetric beta distribution - the one parameter is
a function of the variance
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The multiple scale structure function was useful; the multifractal spectrum
was not so useful.

The visualization of the multipliers in time and scale does not convey a lot
— the time domain visualization conveys more information



